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Question1-
Define the networking hardware and appliances evident in the diagram and 
describe their role in the Whassamatta U network.

In the Whassamatta U network, the diagram lists the following devices:  a router, 

two hubs of the same model, and two switches of different models.  I will define each 

device and describe their role in the Whatssamatta U network.  Starting with the Cisco 

1801 Router, you can see that it is set up on a wireless connection and not in a physical 

hard-line setup like the other devices in the diagram.  Upon personal preference, this 

router could also be hard-lined.  This item also includes advanced security features such 

as IP Security Virtual Private Networks, Antivirus support through network admission, 

an Intrusion Prevention System, etc.  According to Cisco Systems, this router secures a 

wireless LAN and “provides a high speed DSL Broadband access through asymmetric 

DSL (ADSL) over basic telephone service”, or in Whassamatta U’s network, through a 

T-3 carrier (Cisco 1801 Integrated Services Router – Cisco Systems, 2006, para. 3).  The 

Cisco 1801 router reads the IP address of the data packets.  If the packet includes a 

recognized network and host address, it forwards the packet on to the Cisco Catalyst 

2940-8TF switch.  

The Cisco Catalyst 2940-8TF switch is classified as a “standalone switch with 8 

Fast Ethernet ports and a single integrated Fast Ethernet or Gigabit Ethernet Uplink”

(Cisco Catalyst 2940-8TF Switch – Cisco Systems, 2006, para. 1). This item is a great fit 

for Whassamatta U since it was designed to not take up much workspace and could be 

easily used in a classroom environment.  This item includes periodic software updates for 

life, which is paramount to the integrity of the network.  The Cisco Catalyst switch reads 

the MAC addresses inside of the packets from the Cisco 1801 Router and determines the 
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correct device to send it to.  It has the option of sending to either one of the Belkin 7-Port 

USB 2.0 hubs, the Cisco CSS 11500 switch or Student Admin Systems standalone server.

The Belkin 7-Port USB 2.0 Hub provides the choice of connecting up to seven 

devices.  It is equipped with LEDs that help network administrators view activity on all 

ports.  These ports operate at 480 mbps.  The Belkin 7-Port USB Hub receives the packet 

from the Cisco Catalyst switch, and then transmits the packet on all of the hubs ports, 

which are identified in the network diagram as Level 2 Support Staff and Developer.

The Cisco CSS 11500 switch operates as a server farm of course content, which is 

noticeably featured in Cisco Systems’ description of their product.  Cisco Systems also 

indicates that this product ensures availability. (Cisco CSS 11500 Series Content Services 

Switches, 2006, para.1).  Any educator would understand that having course content 

readily available to the developers and students is a very important aspect to a 

university’s integrity and reliability; therefore in my own personal opinion, the 

specifications of the Cisco CSS 11500 switch serve the Whassamatta U network well.
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Question 2-
Describe the topologies used in the network and identify the strengths and 
weaknesses of each.

The two hubs labeled as “Belkin 7-Port USB 2.0 Hub Model: F5U237” follow the 

Star Topology format.  This hub serves as the transmitter of data to each node, indicated 

as Level 2 Support Staff (3) and Developer (4) in the Whassamatta U network diagram.  

A Star Topology has a central device that can be either a hub or a switch; in the 

Whassamatta U network diagram, you will see that the Belkin hub serves as the central 

device.  The advantage of this star topology is that if any one of the Level 2 Support Staff 

or Developer nodes fails, only that node will be isolated and the other nodes will still 

function properly.  Another prime advantage of utilizing the star topology with the 

designated hub is that more stations can be added.  Approximately four stations are 

available on the Level 2 Support Staff side and three stations available on the Developer 

side.  The disadvantage of using this topology on the support and developer stations is

that the failure of the hub can break down all access to the attached stations.  Users 

needing support may refer to the Outsourced Level 1 Support for backup, but Level 2 

support will be unavailable until the hub is fixed or replaced.  On the other hand, the 

Developer stations will have no backup plan until the hub is fixed or replaced. The 

“Cisco CS 1150” switch also follows the Star Topology format with the four Course 

Content servers in tow.  

The Whassamatta U Network Diagram starting with the “Cisco Catalyst 2940-

8TF” outlines a Tree Topology.  Wikipedia (2006) defines a tree topology as a 

“collection of star networks arranged in a hierarchy” (p. 2).  The backbone of the 

topology lies within the Cisco Catalyst switch.  The ultimate gain of utilizing the Tree
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Topology in this network is that like the Star Topology, if any of the nodes (2 - Belkin 7–

Port USB hubs & Cisco CSS 11500 switch) break down, the other nodes will remain

unaffected and will continue to operate effectively.  The drawback of the Tree Topology 

is that upon failure of the network backbone identified in the reference diagram as the 

Cisco Catalyst 2940-8TF switch, the entire network will collapse. 
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Question 3-
Based on a review of the entire networking architecture, list 3 changes you would 
make to improve the network performance or security.

In the Whassamatta U diagram, the first item that I would change based on 

security issues is to place the Developer 4 Home Machine TELECOMMUTE dial-up 

modem behind a firewall to prevent hackers from compromising the integrity of the 

network.  I would also place the Level 1 Support VPN behind the firewall also.  Moving 

these two connections, will help protect the network by making the only outside entry 

through way of the firewall.  

If moving the Developer 4 Home Machine TELEMCOMMUTE behind the 

firewall is not an option, I would implement a dial-back system that includes a call back 

feature to ensure a secure connection to the network.  To use the dial-back system, the 

user will call the system and the modem should answer.  The user will be prompted to 

enter the username and password.  Once this is completed correctly by the user, the 

modem hangs up and then dials the phone number of the user in the database.  The user’s 

computer should answer and give the user access.  This option should prevent the user 

from unauthorized access even if the user’s information falls into hacker hands, because 

the modem will call the user’s computer and not the computer that the hacker is operating 

on. 

On the performance front, I would replace the Belkin 7-Port USB 2.0 hubs with 

switches to rid the Whassamatta U network of possible bottlenecks.  Switches operate at

quicker speeds than hubs and have collision detection.  The switch keeps a MAC 

Addresses table that consists of the MAC address and its port.  Unlike a hub, the switch 

will made a direct connection with a single port instead of broadcasting the data packet to 
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all ports.  Since the switch minimizes collision on ports, its speed of sending & receiving 

data is much faster than hubs.
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