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Learning Design - at the Course Level

Course Title

OPSEC Fundamentals

Course Objectives

Upon completion of this course, employees will be able to complete the 
following:

 Define OPSEC and describe its founding history.
 Describe the OPSEC Process.
 Identify OPSEC essentials as they relate to Gr8 Expectations
 Identify the role of OPSEC within the Department of Defense.
 Recognize the OPSEC responsibilities of Program Managers and 

Contracting Officers.
 Recall and adhere to important facts, policies, and protocols on 

Critical Information and data protection.

Theoretical Background

The OPSEC (Operations Security) Fundamentals course will closely follow 
the Behavioral theory which Morrisson et. al (2007) associate with B.F. 
Skinner, Ivan Pavlov, and E. L. Thorndike (p. 346), and the Constructivist 
theory.  OPSEC Fundamental will provide positive reinforcement to 
employees when following incorrect responses on self-assessment 
questions.  This course does not seek to scare the employee into correct 
responses or create anxiety for the remainder of the course; therefore 
negative consequences following incorrect responses are not practiced.  
The employee will also receive positive reinforcement for correct 
responses.  This course also pushes for employees to construction their 
own knowledge following the constructivist view of cognition.  Bednar et al 
(1992) describe the constructivist view of cognition as a learner 
internalizing knowledge through a personal interpretation of experience (p. 
21).  Gr8 Expectations pushes employees to build their own knowledge 
through participating in discussions with their peers, conducting searches 
on acceptable resources, and then evaluating and sharing those 
resources with their peers.  The most beneficial form of constructivism in 
OPSEC Fundamentals is offered through collaborative learning, which 
Karagiorgi and Symeou (2005) identify as a central strategy for 
constructivism (p. 21).

Subject Matter Content Representation

Content of OPSEC Fundamentals will be presented in the following 
formats:

 Multimedia 
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 Policy Manuals
 Memos
 Other Reference Documents

Multimedia
OPSEC Fundamentals Web-based training (WBT)

Policy Manuals
Gr8 Expectations OPSEC Policy
OPSEC Policy Document

Memos
Information Security Web Alerts

Other Reference Documents
Counterintelligence Program
OPSEC Doctrine
Safeguarding Personal Identifiable Information

Student Interaction with Course Content

The learner will interact with the course content through:
 Reading multimedia-formatted course content in the WBT.
 Reading course references as required.
 Communicating in asynchronous-based text chat in the corporate 

portal.
 Self-assessments at the completion of each lesson in the WBT.

Reading multimedia-formatted course content
Content in the WBT will be represented through on-screen text, 
graphics, animations, and voice-over.  Content will also be 
presented in hypermedia (internal content) and hyperlinks (external 
content).  The virtual instructor (animated guide) directs the 
employee to perform actions to view hypermedia or hyperlinks that 
contain content.  The virtual instructor serves as a guide the WBT, 
instructing the employee to act (click, open, close, etc) on content 
and remember important facts concerning OPSEC.

Reading course references
Employees will be required to read course references including 
memos, policy documents, and other additional documents.  The 
reference documents will help deepen the knowledge of concepts 
that are introduced in the WBT.
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Communicating in asynchronous-based chat
Employees will participate in asynchronous-based chat to foster 
employee relations in the community of practice, and broaden 
knowledge based on the knowledge and experiences of all 
employees.  Employees are required to complete one entry per 
lesson to the company web portal.

Self-assessments
Self-assessments are included at the end of each lesson in the 
WBT.  Self-assessments will be presented in a mixed mode of 
multiple-choice and true/ false questions. The employee is required 
to choose a single answer for each question and will receive an 
immediate response if their answer is correct or not.

Interaction among Students

Learners will socialize and interact with each other through the 
asynchronous text chat section in the company web portal.  Learners will 
be provided access to the OPSEC chat section of the web portal only after 
they complete the first section o the WBT.  To ensure that all employees 
benefit from each other’s experiences, each employee is required to post 
one entry per lesson on any OPSEC topic.  Each entry must be properly 
tagged and titled so that each employee can search and add their 
experiences and knowledge that the section.

Assessment Strategies

The employee’s mastery of the content will be assessed through
 Self-assessments at the end of lessons.
 End-of-course exam 

Self-assessments
At the completion of each lesson, the employee will be provided 
with self-assessments.  Each self-assessment will consist of a mix 
of multiple-choice and true/ false questions based on content of the 
completed lesson.  If the employee answers a question incorrectly, 
they will receive immediate remediation that will show the content 
related to the question, and then return to the test and display the 
correct answer.  If the employee answers any question incorrectly, 
nothing will be held against them or included on their employee 
training record, though the instructor will be able to see a record of 
their attempt on the self-assessments.  The self-assessment serves 
as a way for the employee to assess their own learning of the 
content in each lesson and the instructor to follow-up with the 
employees if their attempt record shows a high percentage of 
incorrect responses.  The instructor follow-up serves as a way to 
help the employee deepen their understanding of the subject.



Kerstin Howard
OPSEC Fundamentals – Learning Design

- Page 4 of 7 -

End of course exam
An introduction will provide exam expectations to the employees.  
The end of course exam will include some scenarios with true/ 
false, and multiple-choice questions.  The exam will consist of 15 
questions.  At the end of the specific groups of questions, the 
employee will learn what they got wrong and will receive immediate 
remediation.  Passing grade for the employee is 100%.  After the 
employee receives their test score and remediation, they will 
advance to the next group of questions that are related only to the 
questions that were answered incorrectly.  Once the employee 
answers all questions at 100%, they will be prompted to enter their 
name in a certificate for printing purposes.

Feedback

Feedback will be presented to the employee per the following modes:

 Automated feedback provided by the WBT during self-
assessments.

 Individual feedback provided by the instructor via email.
 Peer feedback via asynchronous discussion in the OPSEC 

discussion section of the company web portal.

Automated feedback provided by the WBT during self 
assessments
Employees will receive feedback upon answering each individual 
self-assessment question.  The employee will learn if their 
response was either correct or incorrect.  If the answer was 
incorrect, the employee will be given immediate remediation.

Individual feedback provided by the instructor via email.
Employees will receive feedback from the instructor of the course 
via email upon receiving negative scores on their self-assessments.  
The instructor should assist the employee with topics that the 
employee may not understand by pointing them to other helpful 
sources or by answering questions posed by the employee.

Peer feedback via asynchronous discussion
Employees will receive feedback from their peers (co-workers) 
when posing questions during asynchronous discussion in the 
OPSEC section of the company portal.  
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Module Design/Outline

Lesson Title

Introduction to OPSEC
This module will give the employee a basic understanding of OPSEC 
before moving on to more detailed and specific OPSEC topics in future 
lessons.  This module defines OPSEC and provides the employee with its 
history, goal, purpose, and individuality.

Learning Outcomes

Upon completion of this module, you will be able to:
 Define OPSEC.
 Describe the history of OPSEC.
 Define the goal of OPSEC.
 Describe the purpose of OPSEC.,
 Describe the individuality of OPSEC.

Course Resources

The employee will be required to review sections 3.c and 3.d of the 
OPSEC Policy document.  The employee needs to fully understand these
sections so that they fully understand the purpose and functionality of 
OPSEC.  The employee also needs to be able to recall what policy 
manual to use to identify the basic functionality of OPSEC for immediate 
future reference.  For this module, the employee will be required to 
conduct a web search to find other reliable OPSEC resources.

Individual Activities

For this module, the employee will be required to interact with the course 
content by:

 Reading sections 3.c and 3.d of the OPSEC Policy document.
 Viewing module 1 and completing the self-assessment of the WBT 

course.
 Conducting an Internet search to locate additional OPSEC 

resources, and then share those resources with their co-workers 
through the company web portal chat.

Group Activities (if applicable)

There are no group activities assigned for this course.
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Assessment

In the WBT, the employee is locked on viewing each screen.  If there are 
instructional directions on any particular screen, the employee will be 
locked on that screen until they successfully follow the instructional 
direction.  For example, some screens require the employee to open 
hypertext links for external information provided outside of the WBT or 
view additional information in hypermedia pop-ups.  At the end of each 
lesson, the employee is required to complete self-assessments based on 
the content of the lesson.  Each question is linked to a learning objective; 
therefore we can view an employee’s self-assessment record and identify 
the section of the module that the employee is may not quite understand.  
Another method of assessment is through the employee’s contributions to 
the OPSEC discussion section of the web portal.  We can measure the 
validity and depth of their knowledge with each discussion entry.  The 
employee will receive individual feedback via email from the assigned 
instructor (company OPSEC representative).  This individual feedback 
should show the employee that the company sincerely cares about their 
success in the course and that their progress throughout the course is 
important to the success of company objectives.  The instructor should 
ask the employee if they need help and point them to the right direction to 
find additional resources that may help them better understand the topic(s) 
that they are having difficulty with.

Discussion/Interaction

Employees will share the OPSEC resources that they found in their 
Internet searches, and will discuss with their co-workers what they have 
learned apart from the WBT about OPSEC from each resource.  
Employees should feel free to ask questions on areas that they 
misunderstood, or would like additional information about.  Each employee 
has different levels of experience with OPSEC, therefore the questions
should be followed up with short responses from those that are newly 
experienced to more in-depth responses with possible sources from those 
with seasoned OPSEC experience.
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