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Organization Details
Gr8 Expectations is a woman-owned, Small Disadvantaged Business that 
has been providing exceptional services for ten years strong.  Gr8 
Expectations’ mission is to create innovative and enhanced solutions for its 
customers in both the public and private sectors.  The company currently 
employs over 200 employees in four states among coastal East United 
States and virtually throughout the world.  Upper-management takes pride 
in the professionalism, experiences, and skills of its employees.  Gr8 
Expectations provides services in logistics, training, information technology, 
systems engineering, and mission-critical program management.  Its 
primary customer is agencies within the United States Government, 
particularly the Department of Defense (DoD).

Problem Statement
In the present year there have been five negative incidents in operations 
security (OPSEC).  OPSEC practices ensure the safeguard of confidential 
and sensitive information from our adversaries resulting in the protection of
our war fighters and country.  Each of the five incidents resulted from 
employees inadvertently discussing sensitive contract information with 
people not within the company, working groups, or clientele.  The amount 
and severity of the leaked information is potentially harmful to the success 
of the company.  The company has certainly loss credibility as the 
information was published in a military article.  These incidents cost the 
company to lose one prime contract worth $800,000 with the DoD.  The 
company could have also lost licenses to operate or the ability to supply 
goods and services to the government.  In addition to the loss of contract, 
the company has conduct damage control by changing passwords of all 
employees and customers, and purchasing new hardware and software 
equipment to mitigate future damage.

We have conducted a needs analysis to establish that there is failure to 
ensure that employees know OPSEC policies and are able to demonstrate 
techniques to prevent the release of confidential and sensitive information.

Data Collection Strategy
The primary strategy of collecting data for the needs and contextual 
analyses is through conducting interviews.  Schlegel (1995) suggests using 
the interview strategy for needs analysis when attempting to find answers 
that deal directly with the problem (p. 14).  The company OPSEC 
representatives will be available for interviews concerning the problem, and 
human resources will be available to answer questions about the employee 
demographic.  Data collection through survey to all employees was also 
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considered, but a low amount of feedback is anticipated due to the stresses 
of many employees supporting multiple projects.

Needs Analysis
This needs analysis is an analytical tool that assists with assessing the 
problem and suggests if training is a solution to that problem.  Schlegel
(2005) supports this notion and also suggests that the needs analysis 
produces skills and knowledges that will make up the training (p. 21).

The needs analysis is provided below:

1. Describe the expected or required performance:
The employee should be able to cite OPSEC policy, describe the OPSEC 
process, and demonstrate techniques to protect both classified and 
unclassified information from possible adversaries.

2. Describe the current performance level:
The employees are inadvertently sharing information to other people outside 
of the company and working groups.

3. Describe the performance discrepancy:
The employees are not practicing OPSEC techniques to secure information 
because they do not know that they are doing something incorrectly.  They 
are not provided with the techniques to evade the dispersal of confidential 
and sensitive information.

4. What factors make this performance discrepancy worth fixing?
Safety to our war fighters (United States military) and safety from our 
adversaries make this performance discrepancy worth fixing.  Another factor
that makes this performance worth fixing is the ability to continue to provide 
services to the DoD for profit.

5. Are expectations clear to those employed?
Expectations are not clear to those employed.  Upon new employee 
indoctrination, employees are given handouts that discuss the importance of 
OPSEC, but are not told of their role in keeping information secure.  There 
is a failure in communication of updates to OPSEC procedures from 
OPSEC representatives to working groups.  Employees are also unaware of 
their responsibility to OPSEC and possible consequences of releasing 
protected information.

6. Are resources adequate?
Due to high level of importance of this project, funds have been put aside for 
this project, supervisors, developers, and other possible team members 
have been allotted time to help if needed.  Thus, resources are adequate to 
helps solve the problem.

7. What training content is currently available?
Currently, there is no training available on OPSEC.  Currently, job aids and 
manuals are the only method of information to employees concerning 
OPSEC.
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8. What are the major causes of the problem?
The major causes of the problem are that the employees do not know their 
expectations.  Another problem that has been identified is that employees 
knowledge of OPSEC are not tested prior to beginning work in the private 
sector.

9. Did employees perform correctly in the past?
There was never any measurement put into place to assess if employees 
correctly performed OPSEC techniques in the past to hinder information 
from possible adversaries.  The recent incidents could have only been 
brought to attention simply because the Gr8 Expectations’ employees were 
reported by people outside of the company.  

10. Is it isolated to only one person who cannot perform the task 
correctly?
No.  The reported incidents are happening within all levels, management 
and non-management.  The reported incidents have also occurred within 
several groups.

11. What is the cost of not solving the problem?
The cost of not solving the problem would be possible harm being done to 
the war fighter or U.S. citizens.

12. When is the solution needed?
The solution for this problem is needed immediately.  The solution must be 
effective and efficient; therefore time, cost, and quality must be balanced.

Preliminary Delivery Strategy
How will instruction be developed?
Instruction will be developed using a blended approach.  Employees have 
demanding schedules which will not allow groups of employees to attend 
training at the same time.  Therefore, we will develop web-based training 
modules that will show animation, on-screen text, and video.  Gr8 
Expectation desires its employees to be motivated to participate in this 
training.  The company also recognizes that some employees are retired 
military; therefore it wants to use their experiences with OPSEC as an asset 
to the training.  This goal will be accomplished by implementing an 
asynchronous OPSEC discussion environment into the home page of the 
company portal where employees can discuss OPSEC experiences and 
strategies, and access the WBT.

When is performance required?
Employees will be required to complete the training upon being 
indoctrinated into the company.  Employees will not be able to perform any 
contractual duties until this requirement is satisfied.  Gr8 Expectations will 
also require annual re-qualification of the training on the anniversary of the 
previous completion date.  When the training is finalized, employees will 
have two weeks to successfully complete the training and pass a scenario 
and multiple-choice based exam.
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Learner Analysis

General Characteristics

Gr8 Expectations employees are of all backgrounds and ethnicities with a 
higher ratio of females to males.  There are more experienced 
professionals to small mix of interns and associate professionals.  

Special Entry Characteristics

Currently, Gr8 Expectations does not require employees to have any prior 
general knowledges or prerequisite training to become an employee other 
than the skills to operate a computer and utilize Microsoft Office products.  
Conversely, some employees will be required to have special skills, 
training, and/or knowledges depending upon their job specialty. 

Learning Styles

Morrison, Ross, and Kemp (2007) suggest that focus should turn to more 
data to make decisions when there’s limited support for adapting 
instruction to learning styles (p. 57).  We currently do not have support in 
this task since there are too many employees to individually assess; 
therefore we will cater the training in a balanced approach of audio, video, 
and hands-on practice and focus on other collected data to design the 
training.

Academic Information

There is no need to assess the academic background of employees for 
this training.  The training will be broadcasted on a universal level for all 
employees.

Personal and Social Characteristics

The ages of employees range from 18 – 62 years of age.  This range 
begins with young summer and winger interns and ends with the company 
owner and regional directors.

Cultural Diversity

To develop bias-free and non-offensive training, an interview was 
conducted with the human resources manager to asses the cultural 
diversity of Gr8 Expectations.  All employees are United States citizens, 
except for one European employee working with a Green Card. 

Learners with Disabilities

Gr8 Expectations has no employees with disabilities.
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Contextual Analysis

Orienting Context

Learner Goals towards Training

The employees are scared and concerned with spreading 
information to adversaries that may result in harming the war 
fighter, loss of employment, or loss of current and potential 
customers.  

Learner Perceived Utility of Training

The employees’ perceived utility of the instruction is that the course 
is a means to establish techniques to aid in information security 
against possible adversaries’ threats.

Learner Perception of Accountability

Employees feel accountable because they will receive a 1-year 
certification for successfully passing an exam on OPSEC 
Requirements after completing the WBT.  Employees will also feel 
accountable because they want to protect their lives and the lives of 
their countrymen.

Instructional Context
Factor Considerations Decision
Work Hours What are employees’ work 

hours?  
All employees work between 6:00 
a.m. and 6:00 p.m.; therefore the 
WBT will be available at all times.

Computer Hardware Will the computer hardware 
necessary for this course be 
available to all employees?  

All employees have the necessary 
hardware for this course including 
speakers or headphones, a monitor, 
personal computer, and mouse.

Computer Software Will the computer software 
necessary or this course be 
available to all employees?

All employees have the necessary 
hardware for this course, including 
Adobe Acrobat Reader and 
Microsoft Office Word.  

Transfer Context

To enable transfer of knowledge of content to the job, employees will need 
contact cards with the contact information of their OPSEC representatives 
for immediate assistance when needed.  Employees will also receive a 
quarterly OPSEC newsletter and be provided with their own personal copy 
of the OPSEC Policy Manual and job aids to help them perform everyday 
tasks.  The training will be available to employees throughout the year, 
even if they successfully completed the training and exam.  The 
employees will also have access to the asynchronous chat environment 
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located in the company portal to view old and current discussions about 
OPSEC.  See Figure 1.0 below.

Figure 1:  Gr8 Expectations Portal

Data Analysis
Gr8 Expectations chose the combination of web-based training and 
asynchronous discussion as the best solution of preventing further OPSEC leaks.  
Web-based training is the most, effective, timely and accessible method of fixing 
the problem.  It has been identified through the needs analysis that OPSEC was 
not being passed from upper-management down to lower-level associates.  From 
the analyses conducted, it has been established that training must:

 Use a blended approach to reach all levels, learning style, and ages of 
employees on the same level.

 Express importance of OPSEC and provide expectations to all employees.
 Identify resources available (job aids, manuals, etc.) to aid in knowledge 

transfer.
 Not scare the employees from conducting their jobs, but motivate them to 

protect information in the best manner possible.

Kerstin Howard
Working Group(s):  Training

Gr8 Expectations Web 
Portal

June 12, 2009
11:00 a.m.

Home
News
Account

Groups

Training

OPSEC DiscussionsHeadlines

Updated policies
My OPSEC Experiences
OPSEC Techniques
What’s all the fuss?!

OPSEC
WBT

MY OPSEC Experiences
Author:  Joe Brown
I am a retired Army veteran.  I have been in 
many different situations that required me to 
practice OPSEC techniques.  When I was 
deployed overseas in Europe, I encountered 
several citizens that questioned me on my 
daily duties.  Of course I dodged every 
question by trying to change the subject of 
conversation.

10 replies

Company T-shirts now available for 
order
Gr8 Expectations won contract 369
New training requirements handed down 
to all employees

Company T-shirts now 
available for order
You can now purchase company t-shirts 
from your supervisors.  They are 
available in all sizes and colors.  
Purchase yours now!
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